Panasonic MP4 Integrity Verifier
Instruction manual

Version 1.0.0.0

July, 2014
Please read this manual carefully, and use "Panasonic MP4 Integrity Verifier" properly.
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1 Outline

"Panasonic MP4 Integrity Verifier" is the software which runs the integrity check of video files (MP4 format)

which are recorded in SD memory card of Panasonic network camera.

1.1 Compatible devices
Panasonic network camera supporting the function of alteration detection

1.2 About video files (MP4 format)

The video files created using the alteration detection function of Panasonic network camera are based on the
specification "ONVIF Export File Format v1.0 August, 2013". This software runs the integrity check based on
ONVIF standard.

Important
When files are restored after abnormalities occurred in the video files for the reason of a blackout etc., the
information of the alteration detection is not added to the files. These files are outside the targets for checking

integrity.

1.3 System requirements

oS : Microsoft® Windows® 8 Pro 32-hit/64-bit *1
Microsoft® Windows® 7 Professional 32-bit/64-bit *1
CPU . Intel® Pentium® 4 3.0 GHz or faster
Memory . 1 GBormore
Required hard disk space : 1 MB of disk space is necessary for installation of this software.
Monitor ;1024 x 768 pixels or more

24-bit True color or better
Network interface : 10/100 Mbps Network interface card must be installed*2
Others : Microsofte .NET Framework 3.0 is required to run this software.
*1: This software is designed based on the default style or the font size of Microsoft® Windows® 7. It is not recommended
to change the display style or the font size from the default. When the display style or the font size is changed from the
default, it may be possible that the layout of this software collapses.

*2: The network settings on the PC must meet those of the network environment where the PC is connected.



1.4 Installation

Please download this software from the download site, and decompress the file. When double-clicking "

MP4IntegrityVerifier.exe", this software is run.

Download URL . http://security.panasonic.com/pss/security/support/info.html

1.5 Uninstallation

Delete the contents of the folder of this software.

2 Operation guide

2.1 Get data necessary for the alteration detection

The certificate used to add the information of the alteration detection and the video file which was added to this
information are required in checking the verification of the video file correctly by this software. Please refer to

the instruction manual of Panasonic network camera about the data acquisition method from the camera.

Important
When needing to update the certificate of the camera for reasons of the expired one, please keep the one

before the update to PCs separately.

2.2 Detect alterations from video files

(1) Double-click "MP4IntegrityVerifier.exe".
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(2) Click the [Open...] button and select a folder

that contains video files.

(3) Click the [OK] button. Brdivice For Foldes x|

When you click the [OK] button, this software

. . ) . ) Please select the folder which stores MP4 files,
displays, the search of video files included in the

folder and the subfolder is started.
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(4) Please wait until search of video files are

DAMPADat=\PRIVATE\MEIGROUPAPSSUPCAMAPULL

completed.

The searched video files are displayed on the list of

the main screen.



(5) Click the [Verify...] button
The screen selecting the certificate which is used to
information is

adding an alteration detecting

displayed.

(6) Click the [Browse certificate...] button
The dialogue which can select the certificate file

(.der) is displayed.

(7) Select the certification file and click the
[Open] button.

The selected certificate file is decrypted, and this
information is displayed on the "Input certificate file

for integrity check" screen.

(8) Confirm the contents of the certificate file and
click the [OK] button.
The integrity check is initiated.

File name o
Resdy D M\M_LOCAL .
DAMP4Data\PRIVATE\MEIGROLIP\P SS\PCAM\M_LOCAL\100000011\10000002_140605150505...
DAMPAData\PRIVATEMEIGROLIP\PS S\PCAMAM_LOCALA10000001,10000003_140605150505...

D:\MP4D2ta \PRIVATE\MEIGROUP\P SS\PCAM\M_LOCAL\10000001,10000004_140605150505...
DAAMP4Deta\PRIVATEVMEIGROUP\PSS\PCAMYM_LOCAL\10000001410000005_140605150505
DAMPAD: ROLIP\PSSPCAMM_LOCAL X "
DAAMP4Data\PRIVATE\MEIGROUP\P S SAPCAMAM_LOCALA10000001410000007_140605150505 ..
DA\MP4Data\ PRIVATE\MEIGROUP\P SS\IPCAM\M_LOCAL\10000001410000008_140605150505

wm w2

Ready D\MP4Data\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\10000001110000009_140605150505.
10 Ready DAMPADota\PRIVATEMEIGROUP\P S SPCAM\M_LOCAL\10000001:10000010_140605150505...
1 Ready DAMPA4Data\PRIVATE\MEIGROUIP\P SS\PCAMAM_LOCAL\10000001,10000011_140605150505...
12 Resdy DAAMP4Data\PRIVATEVMEIGROUP\PSS\PCAMYM_LOCAL\1000000110000012_140605150505.
13 Ready D/\MP4Data\PRIVATE\MEIGROLIP\PSS\PCAM\M_LOCALA\10000001:10000013_140605150505
1 Ready D:AMP4Diata!\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\0000001,10000014_140605150505...
15 Ready D-\NP4Dita\PRIVATE\MEIGROLP\P SS\PCAMYM_LOCALY10000007410000015_140605150505 ..
16 Ready D\MP4Data\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\10000001110000016_140605150505.
17 Ready DAAMP4Data\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\10000001410000017_140605150505...
18 Ready D:AMP4D=ta\PRIVATEWMEIGROUP\PSS\PCAMAM_LOCAL\I000000T10000018 140605150505 ..
19 Ready D\MP4Data\PRIVATE\MEIGROUP\PSS\IPCANYM_LOCAL \1000000 11100000 15_140605150505.
20 Ready D/\MP4Data\PRIVATE\MEIGROUP\PSS\IPCAM\M_LOCAL\10000001:10000020_140605150505
21 Ready D:\MP4Data’\PRIVATE\MEIGROUP\PS SUPCAM\M_LOCAL\1000000T:10000021_140605150505...
2 Reaty DA\MP4Data\PRIVATE\MEIGROUP\PSS\IPCAN\M_LOCAL\1000000T\10000022_140605150505
23 Ready D\MP4Data\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\10000001110000023_140605150505.
24 Ready D/\MP4Data)\PRIVATE\MEIGROUP\P SSUPCAM\M_LOCAL\10000001:10000024_140605150505.
25 Feady D:\MP4Data!\PRIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\1000000710000025_140605150505
% Ready D'\MP4Data\PRIVATE\MEIGROUP\PSS\PCAMYM_LOCAL\10000001410000026_140605150505.
21 Resty DAMPAD: 70l CAMNM_LOCAL .
28 Resdy D/\MP4Data\PRIVATE\MEIGROUP\PSS\PCANNM_LOCALL10000001:10000028_140605150505.
29 Ready D/\NP4Data\PRIVATE\MEIGROUP\P SS\IPCAMAM_LOCALY10000001410000023_140605150505 ..
30 Ready DAMP4Data\PRIVATE\MEIGROUP\PSSPCAMYM_LOCAL\10000001110000030_140605150505.. ¥

Get the certfficate file from the device. And select i by "Browse cerfficate. . button

|| Mo checking the certficate file in the integrty verfying process.
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Get the certficate file from the device. And select i by "Browse cedificate...” button.

] Mo checking the certfficate file in the integrty verfying process

Certificate Information

Field Value

Subject CN=SFV&11L, OU=Securty Systems Business Division, O="Panasonic System Networks Co
lssuer CN=SFVE11L. OU=Securty Systems Business Division, O="Panasonic System Networks Co
Serial Number 000000010208020400000603000600010507

Not Before 12/31/2009 4:00:00 FM

Mot After 12/31/2035 3:58:59 PM

Thumbprint (SHAT) 96FOE332E1DEBCE8AB380B31343B72701873A517

<. >

[ ok |




(9) Wait for the termination of the integrity check.

Open Cancel
The integrity check runs by the order that the video | s Flarars
1 Succsaded DAMP4Data\PRIVATE\MEIGROUP\PSS\UPCAM\M_LOCAL'\10000001410000001_140605150505,
2 Succeeded DAMP4Data\PRIVATENMEIGROUPPS S\UPCAM\M_LOCAL \10000001110000002_140605150505...
file is d isplayed on the screen. Please check the 3 | Succseded DAMPAData\PRIVATE\MEIGROUPAPSS\PCAMNM_LOCAL\I0000001\10000003_ 140605150505
. & | Sucoseded DAMP4Data\PRIVATEVMEIGROUPAPSSNFCANNM_LOCAL\IO000001\10000004_ 140605150505,
5 Succeeded DAMP4Data\PRIVATEVMEIGRO UP\PSSUPCAM\M_LOCAL\10000007410000005_140605150505.
. . . " n 1 Succeeded D\MP4Data\PRIVATENMEIGROUP\PSS\PCAM\M_LOCAL\10000001410000006_140605150505.
result of the |nteg r|ty check in the "Status" column. 7 || Vertying DAMPAData\PRIVATEVMEIGROLP\PSS\IPCAMAM_LOCAL\10000001110000007._140605150565...
& | Resty D\MP4Data\PRIVATEMEIGROUPAPSS\PCAMNM_LOCAL\10000001110000008_ 140605 150505...
3 Ready D\MP4Data\PRIVATENMEIGROUPA\PSS\IPCAM\M_LOCAL\10000007\10000003_ 140605150505,
10 Ready DAMP4Data\PRIVATEMEIGROUP\PSS UPCAN\M_LOCAL\10000001,10000010_140605150505.
n Ready D:AMP4Data'PRIVATE\MEIGRO UP\PSS\PCAM\M_LOCAL\10000001110000011_140605150505...
12 || Resty DAMPAData\PRIVATE\MEIGROUPAPSS\PCAN\M_LOCAL\I0000001\10000012_ 140605 150505..
13 Ready D-\MP4Data\PRIVATENMEIGROUP\PSS\UPCAMYM_LOCAL\10000001410000013_140605150505.
A Ready D \MP4Data\PRIVATEMEIGRO UP\PSSUPCAMYM_LOCAL\10000007410000014_140605150505.
15 Ready DAMP4Data\PRIVATENMEIGROUP\PSSUPCAMWM_LOCAL\10000001,10000015_140605150505,
16 || Resty D\MPAData\PRIVATE\MEIGROUPAPS S\ PCAMNM_LOCAL\I0000001\10000016_ 14060550505 _
7 Ready D-\MP4Data\PRIVATENMEIGROUP\PSS\IPCAMNM_LOCAL\10000001410000017_140605 150505,
18 Ready D\MP4Dala\PRIVATE\MEIGROUP'\PSS\IPCAM\M_LOCAL\10000007110000018_140605150505.
19 Ready DAMP4Data\PRIVATENMEIGROUP\PSS\UPCAM\M_LOCAL\10000001410000019_140605150505.
20 Ready DAMP4Daa \PRIVATEXMEIGRO UP\PS S UPCAMNM_LOCAL\10000001110000020_140605150505...
2 Ready D\MP4Data\PRIVATEXMEIGROUP\PSSUPCAM\M_LOCAL\10000001110000021_140605150505.
2 Ready D\MP4Daia\PRIVATE\MEIGROUP\PSS\IPCAM\M_LOCAL\10000007110000022_140605150505.
b Ready D\MP4Data\FRIVATE\MEXGROUP\PSS\IPCAM\M_LOCAL\10000007110000023_140605150505,
24 Ready DAMP4Data\PRIVATENMEIGROUP\PSS\UPCAM\M_LOCAL\10000001410000024_140605150505...
% Ready DAMPAData\P RIVATE\MEIGROUP\PSS\PCAM\M_LOCAL\10000001110000025_140605 150505
% Ready D\MP4Data\PRIVATENMEIGROUP\PSS\IPCAMYM_LOCAL110000807410000026_140605150505.
r Ready D\MP4Daia\PRIVATE\MEIGROUP\PSS\IPCAM\M_LOCAL\10000007\10000027_ 140605150505,
2 Ready DAMP4Data\PRIVATEMEIGROUP\PSS\IPCAM'WM_LOCAL10000001\10000028_140605 150505,
2 Ready DAMP4Data\PRIVATEXMEIGROUP\PSSUPCAM\M_LOCAL\10000001110000029_140605150505...
30 Ready D:\MP4Dzta\PRIVATE\MEIGROUPAPSS\IPCAM\M_LOCAL\10000001410000030_140605150505.
Status Description

Ready

This software is ready for execute the integrity check of a target file.

Verifying

This software is executing the integrity check for the target file.

Succeeded

been altered.

This software ended the integrity check for the target file. The file has not

Integrity check error

altered. *1

The software ended the integrity check for the target file. The file has been

Not supported file format

not supported by this software.

The software ended the integrity check for the target file. This file format is

check of the target file.

Canceled The integrity check of the target file was stopped by operator during
checking the file.
Error The software ended the integrity check for the target file. It failed on the

Not applicable to restored file

The software ended the integrity check for the target file. The file is outside

the target for checking, since it is a corrected video file.

Analyze file error

The software failed in the check of the target file.

*1: Also when the certificate used in order to add the information of the alteration detection differs from the one

selected by this software, it is displayed as "Integrity check error”.

(10) Confirm the result of the Integrity check.
When ending the integrity check, the result is

displayed on the pop-up screen as "the number of

files which was judged an error / the number of the

checked files".

i

Process completed.
Integrity check error: 0/ 74




Important

The number of the files which was judged an error is the number that added the number of the files which

was judged an "Analyze file error" or an "Error" or an "Integrity check error". This is not including the number

of the files which was judged a "Not supported file format" or a "Not applicable to restored file".

3 Trademarks and registered trademarks

Microsoft, Windows, .NET Framework are trademarks or registered trademarks of Microsoft Corporation in
the U.S. and/or other countries.

Intel, Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United
States and other countries.

Other names of companies and products contained in these operating instructions may be trademarks or
registered trademarks of their respective owners.

ONVIF is trademarks of ONVIF Inc.
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http://security.panasonic.com/pss/security/
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